HearruCare

PROVIDER ACTION FORM (PAF) FOR REQUESTING APPLICATIONS

For New Provider Requests, please complete all fields. Then fax or e-mail it to the medical staff office at the

Jacility you plan to primarily work at; the primary facility will share it with the other facilities as indicated on the

next page. Request will be electronically entered by the MSO to the Houston CPC. Houston will then send an
application packet. Once returned, verification may take 60 to 90 days before being turned over to each Sacility

JSor committee approvals.

Provider Name and Degree:

Solo or Group Practice?

Group Name (if applicable):

Primary Office Address — Street & Suite #:

City/State/Zip:

Primary Office Phone -

Primary Office Fax # -

Credentialing or Office Manager’'s Name:

Credentialing or Office Address - Street &
Suite:

City/State/Zip:

Credentialing Phone:

Credentialing Fax #:

Credentialing E-Mail Address:

Home Address — Street/Apt/Unit:

City/State/Zip:

Home Phone:

Personal E-Mail Address:

Primary Specialty:

Secondary Specialty:

Date of Birth:

SSN:

NPI:

Physician Sponsor (if applicable):

Where does the provider want the application
materials sent:

____ To the home address?

—_ To the credentialing/office manager?

To the provider’s e-mail address?

What is provider’s planned start date for

practice?

Is the provider currently in training as a resident

or fellow? Yes or No

if yes, when is the expected completion date:

Is the provider Board Certified? Yes or No

If not, when will certification be obtained?

Is the provider an HCA employee?

if yes, is the provider covered by the HCA HCI
liability policy?

Notes:
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HearmCare

FACILITY REQUEST AND MEMBERSHIP STATUS
PROVIDERNAME: i} ;
Which of the facilities below will be your primary working facility?

Please check the staff membership status you are applying for at each facility you are seeking membership at,

SOUTH AUSTIN MEDICAL CENTER (fax 512-816-7278; e-mail beth.case@stdavids.com):

Active Status: Primarily admits and treats patients at SAH; must have at least 12 patient contacts per year. Must take
emergency call if required; may vote and hold office; must attend 25% or more of assigned meetings.
[ 1Associate Status: Primarily works at or refers patients to SAH; may admit no more than 20 patients per year; may vote and
hold office; must take emergency call if required. Applies to Family Practice, Internal Medicine, and Pediatric Department
members only.
[ 1Courtesy Status: Occasionally admits to or treats patients at SAH. May admit no more than 20 patients per year; may not
have more than 100 patient contacts per year; must have at least 6 patient contacts per year or be on staff in good standing at
another hospital; may not vote or hold office; must take emergency call if required.
[_]Affiliate Status: Member of the medical staff only; not eligible for clinical privileges; may not vote or hold office.
[ [Emeritus Status: For retired members of long-standing service; not eligible for clinical privileges; may not vote or hold
office.

l lAllied Health Professional (PA, APN, CRNA, Psychologist) | | Dependent Health Professional (other clinicians)

ST. DAVID’S MEDICAL CENTER: PLEASE CHOOSE YOUR PRIMARY CAMPUS (CHOOSE ONLY ONE):

AUSTIN CAMPUS Fax 512-544-8429 E-mail: chere.smith@stdavids.com
GEORGETOWN CAMPUS Fax 512-942-4477 E-mail: lisa.martel@stdavids.com
HEART HOSPITAL CAMPUS Fax: 512-407-7029 E-mail: pam.kobasic@hcahealthcare.com

| |Active: Regularly admits to, or involved in the care of patients at SDMC. To maintain Active status, member must be able to
demonstrate current competence and meet the volume criteria as defined by the medical staff policies.

[ICourtesy: Must be able to demonstrate current competence and meet volume and admission criteria as defined by medical
staff department policies. Must apply for Active status if volume admission criteria is exceeded. Must achieve and maintain
Active staff membership at another healthcare facility in the Austin or surrounding area.

[ IMembership Only: For those who want to actively participate in recognized functions of the medical staff, no clinical
privileges of any kind; may vote, hold office, serve on and chair committees.

[JEmeritus: For retired members who are recognized for their noteworthy contributions to the health and medical sciences, or
previous long-standing service to the Hospital.

| IAllied Health Professional (PA, APN, CRNA, Psychologist) | | Dependent Health Professional (other clinicians)

: Primarily practices at NAMC; unlimited patient encounters; may vote; emergency call as determined by Specialty;
resides in proximity to the hospital to enable ongoing care of admitted patients.

[ ICourtesy: Practices primarily at other area hospitals; limited patient encounters to 20/year; may not vote or hold office,
except when assigned to a Committee; emergency call as determined by Specialty; preferred to be Active member at another
local hospital or provide office-based documentation of competency; resides in proximity to the hospital to enable ongoing care of
admitted patients.

[ lActive without Clinical Privileges: Member of the medical staff only; not eligible for clinical privileges; may participate in
committees in a non-voting capacity but may not hold office.

[[Honorary: Designation (versus category) set aside for those retiring Medical Staff members who provided noteworthy, long-
standing service to the hospital.

[ ]Allied Health Professional (PA, APN, CRNA, Psychologist) [ ] Dependent Health Professional (other clinicians)
ROUND ROCK MEDICAL CENTER (fax 512-341-5855 )
Active: Primarily practices at RRMC; may admit or consult without limitation; must take emergency call unless excused; may

vote and hold office; encouraged to attend at least 50% of meetings; must have at least 18 or more inpatient admissions and/or
outpatient procedures per calendar year.
[[ICourtesy: May have up to 18 inpatient admissions and/or outpatient procedures per calendar year; may not vote or hold

office; may participate in the emergency call system,
[ JActive Without Clinical Privileges: For those who want to actively participate in recognized functions of the medical staff,
no clinical privileges of any kind; may vote, hold office, serve on and chair committees.

[ ]Honorary: Practitioners that have given long and faithful service; may attend meetings; no clinical privileges of any kind,;
may not hold office or serve as a committee or department chair; may serve on committees.

| IAllied Health Professional (PA, APN, CRNA, Psychologist) | | Dependent Health Professional (other clinicians)

Revised 7/2011




HEeArTHCARE

IDENTITY VERIFICATION

Instructions for Individuals Seeking Medical Staff Membership or Clinical Privileges:

1. INDIVIDUALS WHO ARE UNABLE TO PRESENT THEMSELVES IN PERSON TO THE

FACILITY FOR WHICH MEDICAL STAFF MEMBERSHIP OR CI.INICAI. PRIVILEGES ARE

2. The IDENTITY VERIFICATION form must be completed in its entirety and notarized by a
currently licensed notary public. Two forms of identification (one must be a photo iD)
must be provided to the notary, as proof of identity. Once all of these requirements
have been completed, the INDIVIDUAL should attach and mail the form with the
completed Request for Consideration.

instructions to Notary Public:

1. The Identity Verification must be completed by a notary licensed in the state where the
individual seeking membership or privileges resides or works.

2. The individual seeking membership or privileges must present two {2) forms of current,
valid ID, from among the following choices:

Drivers License or Government Issued Identification Card

Social Security Card

Passport

Birth Certificate

Military 1D Card

Poo oo

3. Atleast one of the IDs to be used for verification must be a photo ID.

4. The signed verification form should be returned to the individual seeking membership
or privileges, who is then responsible for returning with a completed Request for
Consideration.



IDENTITY VERIFICATION
Print Name:
(First Name, Middle Initial, Last Name)
Date of Birth:
Gender:

I hereby represent that all the above information is true and accurate.

Signature:
(Sign in the Presence of a Notary)
State of
County of
1 herby certify that on this day of , 20,

Personally appeared before me the signer and the subject of the above form, who signed or
attested the same in my presence, and presented the following two forms of identification as

proof of his or her identity:

0 oriver's License or Gowt. Identification Card
Q social Security Card

Q Passport

L1 Birth Certificate

O mititary 1D Card

Reserved for Notary Seal

Notary Public:

Printed Name

My Commission Expires:

Notary Public Signature:




IHHCA credentialing onLine MEMO

Announcing Online Credentialing!!!

We are pleased to announce a new credentialing process!! The new process will provide you the capability to
submit your credentialing requests electronically for all HCA hospitals
with the HCA Credentialing Online (HCO) tool. )
The HCO tool will take the manual paperwark and data =~

entry credentialing processes and transform them into an easy to use e ~ R
electronic process.

HCO Benefits
e Allow you to submit 1 credentialing request for all HCA hospitals
= Provide you with electronic access to create, modify, and submit your credentialing documents
¢ Electronic aredentialing processes will ensure accuracy and completeness of your data being
considered

HCO Features
 Ability to establish a delegate to prepare the required forms and documentation for your approval

¢ Accessible to all providers having association to or seeking association to our facility
¢ Online attestation form completion

Learning about HCO and how to use it
¢ You will receive an email notification when it is time for you or your delegate to complete your initial
appointment or re-appointment packet which will provide you a link to job aids, instructions and training
materials. If you would like to see this information before it is time for you to complete the forms you

can do so by logging onto www.hcacredentialingonline.com

Action Needed!

To ensure you have capabiity to receive and submit information anline through the HCA Credentialing Online
system, please complete and retum the attached form notifying us that you will provide credentialing
information personally or through a delegate.

Please complete the attached authorization form and return in 14 days to the fax number or mailing address
indicated in Step 3. If you have any questions please contact our call centerat 866-579-0803

-
Shared Services Center - Houston
8101 W. Sam Houston Parkway South, Houston, TX 77072
Phone: 713-448-2940 Toll-Free: 866-579-0803 Fax: 866-862-5432
Email: HRSCHoustonCPC@hcahealthcare.com



Credentialing Processing Center

HCA
Hospital Corporation of America Providing Credentialing Services for
HCA Affiliated Hospitals
HCA Credentialing Online - Provider's Authorization for Delegate
Step 1

The contact information listed below has been pre-populated based on your information in our credentialing
system. If changes are needed, please indicate below.

Provider Name:
Provider Phone;
Provider Email (required):

NOTE: Provider emall must be unique to the provider; it cannot be the same address as a delegate.

Step 2

D I do not want to select any delegates at this time. I will personally provide
re-credentialing information. initial and skip to Step 3

D T understand that one delegate for all entities is preferred; however, I have different people
handle my credentialing at different entities.

[C] 1hereby authorize:! name:
Delegate

email:
phone: ( ) - ext.

(hereinafter, individually referred to as "Delegate”) to access the HCA Credentialing Online web portal to enter
data and submit documents for the HCA Requests for Considerations (RFC) and HCA Reappointment Requests for
Information (RRFCs) requests on my behalf. I understand that I will need to review the data and documents and
attest to their accuracy before I submit them to HCA via the HCA Credentialing Online web portal.

I acknowledge that I have voluntarily provided the above information, and I have carefully read and understand
this Authorization. I understand and agree that a facsimile or photocopy of this Authorization shall be as

effective as the original.

PROVIDER SIGNATURE NAME
SOCIAL SECURITY NUMBER or NPI DATE (MM/DD/YYYY)
Step 3

Please complete, sign and date. The form may be returned via:

1. Scanned and e-mailed to emaif below
2. Faxed to the attention of the Intake Team at the fax below or
3. U.S. mail to the address below

Shared Services Center - Houston
8101 W. Sam Houston Parkway South, Houston, TX 77072
Phone: 713-448-2940 Toll-Free: 866-579-0803 Fax: 866-862-5432
Email: HRSCHoustonCPC@hcahealthcare.com



PARTNERSHIP

& RSV ULE

i

Last Name: First Name: MI

Tide: O MD/DO/DDS [ Resident ONP CJPA [1Med Student Specialty:

Phone: Pager: Fax:
Email: HCAPS Physician? Yes [1 NoOJ
(HCA omploped Physicians)
| Soclal Security # - - (required field)
Ll
Clinical Systems

O Meditech [1PACS Imaging [JRemote Access [J T-Systems (ER providers ouly)
O Transcription

To request remote access to St. David’s Healthcare systems please visit our website
www.sdhpremote.com

GROUP/CALL PARTNER AFFILIATION:

I am aware of policy 1S.AA.010 that states: “All physicians, except hospital-bascd (radiologist, pathologist,
anesthesiologist and ER physicians), must be restricted to a specific group for access to oaly those patients
associated with the group. A Group is defined as an entity of practitioners with financial interdependence. The
group restriction must always be restricted to the smallest possible coverage. If no financial interdependence exists,
both parties must complete an agreement to afllow for cross-coverage and access to each others’ patient
information”. I acknowledge that by listing the physicians below the physician(s) listed and their office staff will
have access to my patients’ records within CPCS and that I have such an agreement as described above with these
physician.

Signature Date
Group Name (if applicable):

Group Members:

Office Manager/Contact:

Please fax completed paperwork to the Help Desk at 512-341-6933.
Since some faxes fail to transmit, please call the Service Desk to confirm receipt of your forms.
Service Desk Phone 901-HELP (4357)

* The completed Computer Access Request Form must be submitted to the
Division Service Desk at least 3 business days prior to when access is needed.*

INFORMATION SERVICES USE ONLY
"4 User iD: Tempiate Used:

MT Mneumonic:




Physician Cenuectivity Agreement
‘TH1IS AGREEMENT is made and entered into this day of 520 , by and between
HCA db/a SiDavid’s HealthCare Partnership (herein referred o as "Hospital") and
(herein referred to as "Physician").

WITNESSETH:
WHEREAS, the purpose of this agreement is to state the terms and conditions under which Hospita} will provide

Physician computer terminal access to Hospital medical records pertaining to Physician's patients admitted or treated
at Hospital, in order to promote the efficient and economical delivery of medical care 10 such patients;

NOW, THEREFORE, in consideration of the mutual promises herein contained, Hospital and Physician agree as
follows:

Article I.

Section 1.1. The Program. Hospital has developed and maintains an information computer prograre and database
(collectively, the "Program”) which permits Physician to review through 2 computer terminal in Physician's office or
at various locations in Hospital the medical records of Physician's patients at Hospital and to obtain results of
radiology treatments performed at Hospital, review medication prescriptions, treatm ent orders, and results of
laboratory procedures and tests performed at Hospital. Hospital reserves the right to modify or discontinue the

Program at any time.

Section 1.2. Program Purpose and Limitation. The Program has been designed to assist Physician in providing
efficient, economical and quality medical treatment to Physician's patients, but the Program only provides access to
medical information pertaining to such patients, and does not relieve Physician of the duty to visit Physician's
patients at Hospital, or to sign patient charts and orders as required under Hospital's medical staff bylaws.

Section 1.3. Program Computer Terminal Access. Computer terminals to access the Program have been placed at
locations within Hospital for Physician's authorized use without charge to Physician. Hospital will also place in
Physician's office without charge to Physician a terminal (which shall remain property of Hospital as hereinafter
more fully provided) for authorized use, and access for such terminal (with the means and method of such access to
be solely determined by Hospital) to the Program. Physician will provide and maintain a compatible working
telephone line which can be used to access the Program through the terminal and means of access provided by
Hospital. Terminals so provided to Physician shall be used for accessing the Program as hereinafter more fully

provided.

Article 11,
Section 2.1. Physician Program Access. Physician will be assigned a confidential code number or other method (as

may be solely determined by Hospital) by which Physician can access information in the Program pertaining to
Physician's patients, and Physician shall take reasonable care to protect the confidentiality of such confidential code
number or other method and shall not divulge such confidential code number or other method to other persons

except as permitted herein.

Section 2.2, Medical Staff Membership. Since the purpose of providing Physician with computer terminal access
through the Program to Hospital medical records is to promote the delivery of quality, efficient and economical
medical care to patients at Hospital, Physician shall have access to the Program only if and so long as Physician
shall be 2 member in good standing of the medical staff of Hospital, with clinical privileges according to Hospital's
medical staff bylaws. If such membership and/or clinical privileges are suspended or terminated for any reason,
Hospital may terminate Physician's access to the program immediately and without notice to Physician.

Section 2.3. Physician Employee Program Access. Upon Hospital's receipt of written request from Physician (which
shall bc made by Physician on a form or forms supplied by Hospital), Physician's employees designated in such
request shall be provided a method by which such designated employees can access the Program, but such access
shall be limited to only such information pertaining to Physician's patients as Physician may designate on such
request. Physician's designated employees shall only be permitted to access the Program while employed by
Physician (and only so long as Physician is permitted access to the Program), and Physician shall promptly notify



Hospital in the event any such designated employee ceases to be employed by Physician. Unless and until Hospital
receives such notification, Hospital shall be entitled to assume that all such designated employees remain employed
by Physician and continue to be permitted by Physician to access the Program.

Article II1.
Section 3.1. Copyright. The Program, any related operating instructions, the patient's medical records, and all other

documentation developed for or specifically relating to the records of a patient while at Hospital shall be
copyrighted property of Hospital. Physician is granted the right and license under this Agreement to make copies
thereof if and to the extent permitied or authorized hereunder.

Scction 3.2. Computer Terminal. The computer terminal, modem and other hardware and software (collectively, the
"Equipment”) furnished by Hospital to Physician in connection with the Program under or pursuant to this
Agreement shall remain the property of Hospital. Physician shall use the Equipment only to access the Program and
for no other reason. Physician shall take good care of the Equipment while it is in the possession of Physician, and
shall not purport to pledge, encumber or convey title to any of the Equipment and shal! return the same to Hospital
upon termination of Physician's access to the Program for any reason.

Article IV.

Section 4.1. Medical Records Confidential. The parties recognize that the records of the patients maintained in the
Program arc confidential and both Hospital and Physician are under an obligation to maintain the confidentiality of
such records. Physician shall not disclose such records except to (a) other physicians and personnel under the
direction of Physician who are participating in the diagnosis, evaluation, or treatment of the respective patients; (b)
entities involved in the payment or collection of fees for medical services rendered by Physician provided that the
patient in question has consented to such disclosure; (c) medical or law enforcement personnel if Physician
determines there is an immediate probability of imminent physical injury to the patient or to others, or if there is a
probability of immediate mental or emotional injury to the patient; or (d) to others as provided by law.

Section 4.2. Unauthorized Disclosure. Should Physician or an agent or employee of Physician disclose in an
unauthorized manner any information obtained through access to the Program, Physician shall indemnify and save
Hospital harmless from and against all claims, demands, suits, judgments, costs and expenses (including reasonable
attomey’s fees), if any, that may be made or taken against it or incurred by it Further, in the event of such
unauthorized disclosure, and without prejudice to any of its other rights against Physician as a result thereof,
Hospital may terminate the access of Physician to the Program, without notice to Physician.

Article V.
Section 5.1. Disclaimer of Warranties. Hospital makes no representation, warranty or guaranty, express or implied,

including (without limitation) any warranty of merchantability or fitness for particular purpose with regard to the
Program or the Equipment supplied to Physician pursuant to this Agreement. Should the Program or any of the
Equipment fail or be inaccurate, under no circumstances shall Hospital be liable for any loss of profits to Physician
or for special, consequential, or exemplary damages (all of which are hereby expressly waives by Physician as a part
of the consideration to Hospital for this Agreement), even if Hospital has been advised of the possibility of such

damages.

Article VI.
Section 6.1. No Assignment. This agreement may not be assigned by Physiclan without the prior written consent of

Hospital which consent may be withheld in FHospital's sole discretion.

Section 6.2. Fees and Expenses. If any action at law or in equity is brought in respect of any provision of this
Agreement, the prevailing party shall be entitled to reasonable attorney’s fees, costs and expenses, in addition to any
other remedy or relief to which such party may be entitled.

Section 6.3. Agreement Term. The term of this A greement shall commence on the date it is signed as indicated
below, and shall continue until termination as herein provided. Termination shall occur (a) upon 30 days written
notice from either party to the other, or (b) by Hospital without notice as provided in Section 2.2 or 4.2 hereof,
Physician's obligations under Section 3.2 and Asticle 1V of this Agreement, and the disclaimer and waiver under
Section 5.1 of this Agreement, shall continue and be unaffected by any such termination.

Section 6.4. Notices. Any notice required or permitted to be given under this Agreement shall be in writing and shall
be deemed properly addressed and postpaid, to the address specified below the signature lines for cach of the parties,
or at such other address as may be specified in writing.

Section 6.5. Divisions and Headings. The divisions of this Agreement into articles and sections and the use of
captions and headings in connection therewith are solely for convenience and shall have no legal effect in construing

the provisions of this Agreement.



Section 6.6. Severability. In the event any provision of this Agreement is held to be invalid, unlawful, or
unenforceable for any reason and in any respect, such invalidity, unlawfulness, or unenforceability shall in no event
affect, prejudice or disturb the validity of the remainder of this Agrecment, which shall be and remain in full force
and effect, enforceable in accordance with its terms.

Section 6.7. Choice of Law: Place of Performance. This Agreement shall be construed in accordance with the laws
of the Statc in which Hospital is located.

Section 6.8. NO REQUIREMENT TO REFER. NOTHING IN THIS AGREEMENT SHALL BE CONSTRUED
TO REQUIRE PHYSICIAN TO ADMIT PATIENTS TO HOSPITAL OR TO UTILIZE HOSPITAL TO
PROVIDE INPATIENT, OUTPATIENT OR ANY OTHER SERVICES TO PATIENTS, TO ORDER ANY
GOODS OR SERVICES FROM HOSPITAL, OR OTHERWISE GENERATE BUSINESS FOR HOSPITAL.
NOTWITHSTANDING ANY UNANTICIPATED EFFECT OF ANY PROVISION OF THIS AGREEMENT.
NEITHER PARTY WILL KNOWINGLY OR INTENTIONALLY CONDUCT HIMSELF IN SUCH A MANNER
AS TO VIOLATE THE PROHIBITION AGAINST FRAUD AND ABUSE IN CONNECTION WITH THE
MEDICARE AND MEDICAID PROGRAMS (42 USC SECTION 1320A-7B).

EXECUTED this day of , 20

Hospital: St David’s Healthcare Partnership
By (signature):
Print Name:
Titte:

Physician Signature:

Print Physician Name:

Physician Addrcss:




ST. DAVID’S HEALTHCARE
HEALTH INFORMATION MANAGEMENT SERVICES DEPARTMENT

NOTICE OF PARTICIPATION
ELECTRONIC SIGNATURE PROGRAM

1, , wish to participate in the Electronic Signature
(Name of Physician)

Program to authenticate medical record reports and/or orders. The reports/orders will be
electronically signed via the Hcare Horizon Patient Folder utilized at St. David’s Healthcare.

The unique identifier (PIN) that has been assigned to me for purposes of electronic signature is
official and confidential. I certify that I will not disclose the identifier assigned to me to any

other person or permit another person to use it.

In the event I misuse the electronic signature, I understand that my use will be terminated and my
PIN inactivated. Misuse as defined by CMS is “that the physician has allowed another person or
persons to use his/her personally assigned identifier”

HCA security regulations state that a security violation exists when a user has allowed another
person or persons to use his/her PIN. Security violations will be reported to the appropriate
hospital committees and/or Administrative persons as addressed by facility security policies and
procedures.

I agree to review each entry or document on-line prior to affixing my electronic signature. I
understand that I am responsible for the content of all medical record entries that 1 authenticate

electronically.

1 agree to sign the Confidentially Agreement to use the Hcare Horizon Patient Folder

Physician Signature Date

Print Physician Name



S+David's IE{WHCARE
ARTNERSHIP

Personal Ideatification Number (PIN) Request for Electronic Signature

Provider Name (please print):

I am fully aware that sharing my PIN with another individual is a direct breech of security, and is a misdemeanor
according to the Texas Computer Crime Statute. This is especially relevant if any reports are signed illegitimately
using my PIN code.

[ understand that this request form will be shredded once the PIN is activated and that no one will have access
to that number. If this number is forgotten a new PIN will have to be requested.

#8%* We recommend that your PIN be a 4 digit number, if it is alpha characters it will be case sensitive.

PIN REQUESTED:

eScription (PIN)

Please list an alternate PIN for eScription. This system identifies you solely by your PIN and, bence, doesn’t allow
duplicates. In the event that the PIN you have chosen for Electronic Signature doesn’t work we will utilize the pin
below. Be aware that we may have to contact you for an additional pin if the one below is also already in use.

PIN REQUESTED:




S*David’'s HEALTHCARE
PARTNERSHIP

Electronic Signature Security Agreement

Provider Name (please print):

I'have been fully trained on the Policies and Procedures regarding Electronic Signature. 1 understand that all results
that are finalized with my user-defined Personal Identification Number (PIN) arc equivalent to that of my legal,
handwritten signature. PERFORMANCE OF ELECTRONIC SIGNATURE THROUGH INPUT OF MY PIN
INDICATES THAT I HAVE REVIEWED THE DOCUMENT EITHER IN HARD COPY OR ONLINE. All
final report documents that were signed by me online are legitimate medical record documents via my electronic

authorization.

T understand that all documents signed via the electronic signamure function will be finalized with “Signature On
File” placed on the signature line. Any subsequent printed documents with “Signature On File” affixed on the
signature line will be deemed as legal copies.

Tam fully aware that any sharing of my PIN code with another individual is a direct breach of security, and is a
misdemeanor according to the Texas Computer Crime Statute. This is especially relevant if any reports are signed
illegitimately using my PIN code.

I will not record my PIN in any manner as this increases the possibility of accidental disclosure.

I understand that failure to maintain confidentiatity in access and/or use of my PIN will result in immediate
revocation of the electronic signature privileges being granted herein.

I agree to sign the “Confidentiality and Security Agreement,” which will b kept on file by the Partnership
Information Services.

Provider Signature: Date:




Provider Confidentiality and Security Agreement

I understand that the facility or business entity (the “Company”) at which I have privileges or for which I work,
volunteer or provide services manages health information as part of its mission to treat patients. Further, I
understand that the Company has a legal and ethical responsibility to safeguard the privacy of all patiems and to
protect the confidentiality of their patients’ health information. Additionally, the Company must assure the
confidentiality of its human resources, payroll, fiscal, research, internal reporting, strategic planning information, or
any information that contains Social Security numbers, health insurance clsim numbers, passwords, PINs,
encryption keys, credit card or other financial account numbers (collectively, with patient identifiable health
information, “Confidential Information™).

In the course of my affiliation or employment with the Company, } understand that I may come into the
possession of this type of Confidential Information. 1 will access and use this information only when it is necessary
to perform my job related duties in accordance with the Company’s Privacy and Security Policies, which are
available on the Company intranet (on the Security Page) and the Internet (under Ethics & Compliance). I further
understand that I must sign and comply with this Agreement in order to obtain authorization for access to
Confidential Information or Company provided systems.

Q General Rules

L. I will act in accordance with the Company’s Code of Conduct at all times during my relationship with the
Company.

2. Tunderstand that I should have no expectation of privacy when using Company information systems.
The Company may log, access, review, and otherwise utilize information stored on or passing through
its systems, including email, in order to manage systems and enforce security.

3. Tunderstand that violation of this Agreement may result in disciplinary action, up to and including
termination of employment, suspension, and loss of privileges, and/or termination of authorization to
work within the Company, in accordance with the Company’s policies.

4. 1have no intention of varying the volume or value of referrals | make to the Company in exchange for
Internet access service or for access to any other Company information.

5. T'have not agreed, in writing or otherwise, 10 accept Internet access in exchange for the referral to the
Company of any patients or other business.

6. Tunderstand that the Company may decide at any time without notice to no longer provide access to any
systems to physicians on the medical staff unless other contracts or agreements state otherwise. I
understand that if I am no longer a member of the facility’s medical staff, I may no longer use the facility’s
equipment to access the Internet.

Q Protecting Confidential Information

1. I'will not disclose or discuss any Confidential Information with others, including friends or family,
who do not have a need o know it. I will not take media or documents containing Confidential
Information home with me unless specifically authorized to do so as part of my job.

2. 1 will not publish or disclose any Confidential Information to others using personal email, or to any
Internet sites, or through Internet blogs or sites such as Facebook or Twitter. 1 will only use such
communication methods when explicltly authorized to do so in support of Company business and
within the permitted uses of Confidential Information as governed by regulations such as HIPAA.

3. I'will not in any way divulge, copy, release, sell, loan, alter, or destroy any Confidential Information except
as properly authorized. 1 will only reuse or destroy media in accordance with Company Information
Security Standards.

4. In the course of treating patients, I may need to orally communicate health information to or ebout patients,
While I understand that my first priority is treating patients, I will take reasonable safeguards to protect
conversations from unauthorized listeners. Such safeguards include, but are not limited to: lowering my
voice or using private rooms or areas where available.

5. I'will not make any unauthorized transmissions, inquiries, modifications, or purgings of Confidential
Information.

6. 1 will secure electronic communications by transmitting Confidential Information only to authorized
entities, in accordance with industry-approved security standards, such as encryption.

Q Following Appropriate Access
1. I'will only access or use systems or devices I am officially authorized to access, will only do so for the
purpose of delivery of medical services at this facility, and will not demonstrate the operation or function of
systems or devices to unauthorized individuals.



2.

4.

5.

1 will only access software systems to review patient records or Company information when I have a
business need to know, as well as any necessary consent. By accessing a patient’s record or Company
information, ] am affirmatively representing to the Company at the time of each access that I have the
requisite business need to know and appropriate consent, and the Company may rely on that
representation in granting such access to me.

T will insure that only appropriate personnel in my office, who have been through a screening process, will
access the Company software systems and Confidential Information and I will annually train such
personnel on issues related to patient confidentiality and access.

I will accept full responsibility for the actions of my employees who may access the Company software
systems and Confidential Information.

1 agree that if I, or my staff, stores Confidential Information on non-Company media or devices (e.g.,
PDAs, laptops) or transmits data outslde of the Company network, that the data then becomes my sole
responsibility to protect according to federal regulations, and I will take full accountability for any data loss
or breach.

Q Doing My Part - Personal Security

2.
3.

bl

*

1 understand that I will be assigned a unique identifier (e.g., 3-4 User ID) to track my access and use of
Confidential Information and that the identifier is associated with my personal data provided as part of the
initial and/or periodic credentialing and/or employment verification processes.
1 will ensure that members of my office staff use a unique identifier to access Confidential Information.
I will:

a.  Use only my officially assigned User-ID and password (and/or token (e.g., SecurlD card)).

b. Usc only approved licensed software.

c. Useadevice with virus protection software.
I will never:

a. Disclose passwords, PINs, or access codes.

b. Use tools or techniques to break/exploit security measures.

¢. Connect unauthorized systems or devices to the Company network.
I will practice good workstation security measures such as locking up diskettes when not in use, using
screen savers with activated passwords appropriately, and positioning screens away from public view.
I will immediately notify my manager, Facility Information Security Official (FISO), Director of
Information Security Operations (DISO), or Facility or Corporate Client Support Services (CSS) help
desk if:
my password has been seen, disclosed, or otherwise compromised
media with Confidential Information stored on it has been lost or stolen;
I suspect a virus infection on any system;
1 am aware of any activity that violates this agreement, privacy and security policies; or
I am aware of any other incident that could possibly have any adverse impact on Confidential
Information or Company systems.

o panop

Q Upon Termination

I agree to notify my Physician Support Coordinator within 24 hours, or the next business day, when
members of my office staff are terminated, so that user accounts to Company systems are
appropriately disabled in accordance with Compeny standards.

1 agree that my obligations under this Agreement will continue after termination of my employment,
expiration of my contract, or my relationship ceases with the Company.

Upon termination, I will immediately return any documents or media containing Confidential
Information to the Company.

1 understand that 1 have no right to any ownership interest in any Confidential Information accessed or
created by me during and in the scope of my relationship with the Company.

By signing this document, I acknowledge that I have read this Agreement and I agree to comply with all the terms
and conditions stated above.

Provider Signature

Facility Name and COID | Date

Provider Printed Name Business Entity Name




